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Ruhr Oel GmbH - Rules of Procedure pursuant to the German Whistle-
blower Protection Act (Hinweisgeberschutzgesetz – HinSchG) and Com-
plaints Procedure pursuant to Section 8 of the German Act on Corpo-
rate Due Diligence Obligations in Supply Chains (Lieferkettensorg-
faltspflichtengesetz – LkSG) 

Purpose and Legal Basis 

The purpose of these Rules of Procedure is to establish the reporting and complaints procedure of 

Ruhr Oel GmbH pursuant to Sections 12 to 18 of the German Whistleblower Protection Act (Hin-

weisgeberschutzgesetz – HinSchG). 

The procedure serves to receive, document, review and process information on violations falling 

within the substantive scope of Section 2 HinSchG. Persons entitled to report are the natural per-

sons named in Section 1 (1) HinSchG, provided that they have obtained or obtain information on 

violations in connection with their professional, business or official activities. 

With regard to reports of human rights- or environment-related risks, as well as violations of human 

rights- or environment-related obligations within Ruhr Oel GmbH’s own business area or at direct 

suppliers, this procedure is also designed as a complaints procedure within the meaning of Section 

8 of the German Act on Corporate Due Diligence Obligations in Supply Chains (Lieferkettensorg-

faltspflichtengesetz – LkSG). Insofar as reports concern indirect suppliers or other business rela-

tionships, these are reviewed in accordance with the statutory due diligence obligations and inter-

nal responsibilities. For the purposes of these Rules of Procedure, Ruhr Oel GmbH’s own business 

area also includes, in addition to Ruhr Oel GmbH itself, those companies over which Ruhr Oel 

GmbH exercises a controlling influence and which are included in Ruhr Oel GmbH’s LkSG risk 

management system. 

These Rules of Procedure give concrete form to the complaints procedure described in Ruhr Oel 

GmbH’s Policy Statement pursuant to Section 6 (2) LkSG, serving as the implementation instru-

ment for the human rights and environmental strategy set out therein within the meaning of Section 

6 (2) sentence 3 no. 1 LkSG. They set out in detail the procedure by which Ruhr Oel GmbH fulfils 

its obligations under Section 8 LkSG and thus form part of the risk management system described 

in the Policy Statement. 

The use of internal reporting channels is voluntary. Whistleblowers may also contact the competent 

external reporting offices or authorities directly. 

General Information on the Reporting and Complaints Procedure 

Ruhr Oel GmbH provides a confidential, accessible and traceable procedure through which reports 

of possible legal violations, compliance violations with a legal connection, as well as human rights- 

or environment-related risks and breaches of duty can be submitted. 

All reports are handled objectively, fairly and with due regard to confidentiality. Reports are pro-

cessed regardless of whether they are later confirmed. Measures against persons concerned are 

not taken solely on the basis of an unconfirmed report, but only after appropriate review and with 

due regard to the rights of the persons concerned. 
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These Rules of Procedure are made available in text form and published in an appropriate manner. 

Ruhr Oel GmbH provides clear and comprehensible information on accessibility, responsibility and 

the conduct of the procedure. 

Responsibility of the Internal Reporting Office 

Ruhr Oel GmbH has engaged intersoft consulting services AG to perform the tasks of the internal 

reporting office. intersoft consulting services AG receives reports, documents them and ensures 

confidential initial processing within the scope of the tasks assigned to it. 

Ruhr Oel GmbH’s responsibility for reviewing, assessing, following up on and implementing neces-

sary follow-up measures remains unaffected. This applies in particular to matters concerning Ruhr 

Oel GmbH’s own business area, employees, sites, business processes, supplier relationships or 

other legally relevant matters of Ruhr Oel GmbH. 

The persons entrusted with receiving or processing reports have the necessary expertise, perform 

their duties independently and are bound to confidentiality. Persons with an actual or potential con-

flict of interest are excluded from processing the relevant matter. 

Detail Information 

Internal reporting office intersoft consulting services AG 

Address Beim Strohhause 17, 20097 Hamburg 

Telephone contact / oral report 
+49 40 790235-0 or a telephone reporting 
channel published by Ruhr Oel GmbH 

Email / text form 
info@intersoft-consulting.de or an electronic 
reporting channel published by Ruhr Oel 
GmbH 

Electronic reporting channel 

The electronic reporting channel published 
for Ruhr Oel GmbH, accessible via the intra-
net, the published compliance information 
and/or Ruhr Oel GmbH’s publicly accessible 
information page Ruhr Oel Refinery - Gelsen-
kirchen 

In-person meeting 
At the request of the whistleblower, within a 
reasonable period following prior contact via 
one of the published reporting channels 

intersoft register details 
HRB 114727, Hamburg Local Court (Regis-
tergericht), VAT ID DE 175966522 

 

Substantive Scope and Examples of Categories of Violations 

These Rules of Procedure apply to reports of violations within the meaning of Section 2 HinSchG 

as well as to reports within the meaning Section 8 LkSG. 

https://ruhroelrefinery.com/de/
https://ruhroelrefinery.com/de/
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The scope covers in particular criminally sanctioned violations, certain violations subject to admin-

istrative fines, as well as other violations of legal provisions and areas of law falling within the sub-

stantive scope of Section 2 HinSchG. This also includes well-founded suspicions, actual or poten-

tial violations, and attempts to conceal such violations. 

Reports may in particular concern the following matters: 

• Corruption, bribery and other violations of anti-corruption provisions; 

• Fraud, breach of trust or other property offences, insofar as a legally relevant violation is 

concerned; 

• Violations of antitrust and competition law; 

• Money laundering and violations of provisions on combating money laundering and terrorist 

financing; 

• Violations of export control, sanctions or embargo provisions; 

• Data protection and information security violations; 

• Violations of occupational health, safety and security provisions; 

• Environmental violations or violations of environmental law provisions; 

• Violations relating to the safe transport of dangerous goods, or to product, plant, process or 

operational safety, insofar as they fall within the statutory scope; 

• Violations relating to information security or IT/OT security-relevant systems, insofar as they 

concern statutory requirements; 

• Human rights- or environment-related risks, as well as violations of human rights- or envi-

ronment-related obligations within the meaning of the LkSG. 

Violations of Ruhr Oel GmbH’s internal policies, guidelines or codes of conduct, insofar as these 

simultaneously concern statutory obligations, the substantive scope of the HinSchG, or human 

rights- or environment-related risks or breaches of duty within the meaning of the LkSG. 

Mere dissatisfaction with business decisions, general personnel matters unrelated to a reportable 

violation, or other concerns outside the statutory scope may be addressed through the internal 

contacts provided for this purpose; statutory protection for legitimate reports remains unaffected. 

Persons Entitled to Report and Conditions for Protection 

Persons entitled to report are natural persons who have obtained information on violations in con-
nection with their professional, business or official activity, or in the run-up to such activity. This 
may in particular include employees, former employees, applicants, temporary agency workers, 
contractors, suppliers, service providers, and other persons who are in professional contact with 
Ruhr Oel GmbH. 

The LkSG complaints procedure is furthermore open to persons wishing to report human rights- or 
environment-related risks or breaches of duty in connection with Ruhr Oel GmbH’s own business 
area or with supplier relationships. 

Whistleblowers enjoy protection under the HinSchG if, at the time of the report or disclosure, they 
have reasonable grounds to believe that the information reported is true and falls within the statu-
tory scope. Reports that are intentionally or grossly negligently inaccurate are not covered by statu-
tory protection. 
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Reporting Channels 

Reports may be submitted in text form or orally. Oral reports are possible by telephone or by 
means of another form of voice transmission. At the request of the whistleblower, an in-person 
meeting with a person responsible for receiving reports will be arranged within a reasonable pe-
riod. With the whistleblower’s consent, the in-person meeting may also take place by means of 
video and audio transmission. 

Reports may be submitted by name or anonymously, provided that the respective reporting chan-
nel technically permits this. Anonymous reports are also processed, provided that the reported 
matter allows for an appropriate review. 

The reporting channels are organised in such a way that only persons responsible for receiving, 
processing or providing necessary support have access to incoming reports and the associated 
communication. 

Where technically possible, protected communication with the whistleblower is also enabled for 
anonymous reports, so that acknowledgements of receipt, follow-up questions and feedback can 
be provided without disclosing the whistleblower’s identity. 

Confidentiality, Protection Against Retaliation and Rights of Persons 
Concerned 

The identity of the whistleblower, of the persons who are the subject of a report, and of other per-
sons named in the report, is treated confidentially. As a general rule, the identity may only be dis-
closed to persons who are responsible for receiving the report or taking follow-up measures, or 
who support these persons in performing their duties. 

Disclosure of the identity or of report-related information will only take place insofar as this is per-
mitted or required under statutory provisions, in particular for the performance of statutory duties, in 
the context of administrative or judicial proceedings, or to safeguard the mandatory rights of per-
sons concerned. 

Whistleblowers who fulfil the statutory conditions for protection are protected against retaliation. 
Disadvantageous treatment, punishment, intimidation or other adverse measures in connection 
with a lawful report or disclosure are prohibited. 

The rights of persons affected by a report are safeguarded. Reports are reviewed objectively. The 
presumption of innocence applies until the facts have been fully clarified. Where persons con-
cerned are informed or heard, this is done with due regard to confidentiality, the purpose of the in-
vestigation and statutory requirements. 

Procedure 

Acknowledgement of Receipt 

Receipt of a report is acknowledged to the whistleblower no later than seven days after receipt, 

provided that contact is possible and this does not jeopardise confidentiality or the purpose of the 

review. 
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Review, Contact and Follow-up Measures 

The internal reporting office reviews whether the reported matter falls within the substantive scope 

of these Rules of Procedure, maintains contact with the whistleblower, examines the validity of the 

report and, if necessary, requests further information from the whistleblower, provided that contact 

is possible. 

Where necessary, appropriate follow-up measures are examined and initiated. Follow-up 

measures may in particular include internal investigations, referral to competent internal bodies, 

measures to end or prevent violations, preventive, remedial, control or improvement measures, as 

well as referral of the matter to the competent authorities, insofar as this is legally permissible or 

required. 

If a report concerns human rights- or environment-related risks or breaches of duty within the 

meaning of Section 8 LkSG, the matter is discussed with the whistleblower or complainant, pro-

vided that contact is possible and no legal or legitimate interests worthy of protection preclude this. 

An amicable settlement may be offered, provided that this is appropriate and permissible in the in-

dividual case. 

Feedback 

The whistleblower receives feedback no later than three months after the acknowledgement of re-

ceipt on the follow-up measures planned and already taken, and the reasons for these. If receipt of 

the report was not acknowledged, feedback is provided no later than three months and seven days 

after receipt of the report, provided that contact is possible. 

Feedback is only provided insofar as it does not affect internal investigations or inquiries and does 

not impair the rights of persons who are the subject of a report or who are named in the report. 

Conclusion 

Once the review has been completed, the matter is documented and closed. The whistleblower is 

informed of the conclusion, provided that contact is possible and statutory requirements or legiti-

mate interests of other persons worthy of protection do not preclude this. 

External Reporting Offices 

Insofar as reports concern possible violations falling within the scope of Section 2 HinSchG, whis-

tleblowers may also use external whistleblowing systems to submit their reports. External reporting 

offices are provided, for example, by the Federal Office of Justice (Bundesamt für Justiz) at BfJ – 

Whistleblower Office and by the Federal Cartel Office (Bundeskartellamt) via Home – BKMS Sys-

tem. 

Ruhr Oel GmbH recommends using the internal reporting channels established, as this enables 

reports to be reviewed confidentially, efficiently and close to the business, and necessary follow-up 

measures to be initiated. Use of the internal reporting office is voluntary; the option of reporting to 

external reporting offices remains unaffected. 

https://www.bundesjustizamt.de/DE/MeldestelledesBundes/MeldestelledesBundes_node.html
https://www.bundesjustizamt.de/DE/MeldestelledesBundes/MeldestelledesBundes_node.html
https://www.bkms-system.net/bkwebanon/report/clientInfo?cin=9okdios845&c=-1&language=ger
https://www.bkms-system.net/bkwebanon/report/clientInfo?cin=9okdios845&c=-1&language=ger
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Documentation and Data Protection 

All incoming reports are documented in a permanently retrievable manner, with due regard to the 

confidentiality requirement. 

For telephone reports or reports made by another form of voice transmission, a permanently re-

trievable audio recording or a complete and accurate transcript is made only with the whistle-

blower’s consent. If no consent is given, the report is documented by means of a summary of its 

content prepared by the responsible person. 

For in-person meetings, a complete and accurate recording or minutes may be prepared with the 

whistleblower’s consent. The whistleblower is given the opportunity to review the minutes, correct 

them if necessary, and confirm them by signature or in electronic form. Audio recordings used to 

prepare minutes are deleted once the minutes have been finalised. 

The documentation is deleted three years after conclusion of the procedure. Longer retention is 

permissible insofar as this is necessary and proportionate in order to fulfil statutory requirements or 

to assert, exercise or defend legal claims. 

The processing of personal data is carried out in accordance with the HinSchG, the General Data 

Protection Regulation (GDPR), the German Federal Data Protection Act (Bundesdatenschutzge-

setz – BDSG) and the applicable data protection provisions. Access to and disclosure of personal 

data is limited to what is necessary. 

Insofar as intersoft consulting services AG processes personal data within the scope of the tasks of 

the internal reporting office, this is carried out on the basis of the statutory, contractual and data 

protection provisions required for this purpose. 

Effectiveness Review and Further Development 

Ruhr Oel GmbH reviews the effectiveness of this reporting and complaints procedure, in accord-

ance with Section 8 (5) LkSG, at least once a year and on an ad hoc basis. An ad hoc review is 

carried out in particular in the event of a materially changed or expanded risk situation in its own 

business area, in supplier relationships, in the case of new projects, products or business areas, or 

on the basis of material findings from the application of the procedure. 

The effectiveness review covers in particular accessibility, comprehensibility, confidentiality, access 

options, compliance with statutory deadlines, documentation, protection against disadvantageous 

treatment, and the suitability and follow-up of measures taken. 

Findings from the effectiveness review are used to further develop reporting channels, responsibili-

ties, information, training and process workflows. Necessary adjustments are implemented without 

delay, as required under Section 8 (5) sentence 2 LkSG to ensure an appropriate and effective pro-

cedure. 

Entry into Force and Responsibility for Updates 

These Rules of Procedure enter into force upon publication and internal notification. Responsibility 

for the content, maintenance and regular review lies with the compliance function designated by 
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Ruhr Oel GmbH, in coordination with the relevant specialist functions and, where necessary, with 

the engaged internal reporting office. 

Amendments to these Rules of Procedure are made where statutory requirements, organisational 

responsibilities, reporting channels or findings from the effectiveness review make this necessary. 

 


